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Objective

Identify best practices for virtual and 
hybrid emergency operation center 

activities.



Agenda

 Introductions
 From brick to bit
 Five levels of autonomy
 Facilitating communications
 Customization and 

innovation
 Group discussion



Introductions

Agency, Role, 
Background

New or 
exciting 

technology?

Biggest challenge and 
success















Have questions?

• Throughout the session 
submit your questions via 
this survey.

• We will answer questions 
during the panel 
discussion at the end.

• Access the survey with this 
link https://arcg.is/DuSL80

https://arcg.is/DuSL80


From Brick to Bit
Lucas McDonald



Have questions?

• Throughout the session 
submit your questions via 
this survey.

• We will answer questions 
during the panel 
discussion at the end.

• Access the survey with this 
link https://arcg.is/DuSL80

https://arcg.is/DuSL80


Applying Distributed Work's 
Five Levels of Autonomy to 
Emergency Management

Justin Kates



Disclaimer







Level 0

• IMPOSSIBLE to do remote
• Austere or degraded 

communications?
• Many fewer positions than 

we originally thought
• For positions deemed 

Level 0, ask "Should EM be 
doing it?"

• "Future of Work"



Source: Daft, Richard L., and Norman B. MacIntosh. “A New Approach to Design and Use of 
Management Information.” California Management Review 21, no. 1 (October 1978): 82–92. 
https://doi.org/10.2307/41165297.





Level 1

• Most organizations Pre-
COVID

• Think "snow day"
• Very inconvenient to access 

resources remote
• Select employees may have 

clunky VPN access
• "FreeConferenceCall.com"
• Likely would have considered 

alternate EOC instead



Level 2
• Most organizations during 

COVID Year 1
• Recreating physical settings, 

processes, and 
communications remotely

• Conway's law (Melvin Conway 
1967)

• Understanding Media: The 
Extensions of Man (Marshall 
McLuhan 1964)

• Constant interruptions
• Zoom-fatigue
• Management anxiety & 

surveillance

"There is nothing worse than doing the wrong 
thing well" - Peter Drucker









Level 3
• Many progressive (or frugal) 

private sector/NGOs today
• Remote-first or distributed
• Collaboration (Google Docs)
• Shifting towards asynchronous 

work
• Written communication focus
• Zero trust security mindset
• Strategic use of purposeful in-

person work
• Improving home-working 

environments & technology







Improving Home-Working 
Environments in EM



Remote work+vulnerable grid=?
Ratner, J., Westfallen, V., 
Aguilar, S., & Schlegelmilch, J. 
(2022). Remote work and 
climate change: 
Considerations for grid 
resilience in the 21st century.
Journal of Business Continuity 
& Emergency Planning, 16(1), 
53-61.

What accommodations 
should our employees make 
to be a part of the solution 
rather than the problem?



Level 4
• Truly asynchronous work (anti-email)
• Inclusive & transparent decision 

making
• Real-time meetings are held to high 

standard (well run, agendas, pre-work, 
post-work)

• Performance no longer evaluated 
on time in office

• High employee retention due to 
investments in training & coaching

• Global & 24/7 operations (baton 
passes)

• Objective standards promote 
inclusivity - "idea meritocracy"

• Flow-inducing



Information Processing

Media Richness Theory -
Richard L. Daft & Robert H. 
Lengel (1986)



Information Processing



Three Speeds of Collaboration

• Realtime - fast, 
synchronous, interactive, 
ephemeral

• Async - slower, 
asynchronous, delayed, 
persistent, linear

• Storage - slow, completely 
asynchronous, 
autonomous, timeless 
("evergreen"), organized

Erin 'Folletto' Casali 2015 - intenseminimalism.com



James Thompson (1967)​



Costs of Coordination
• Disaster response can be viewed as a complex 

adaptive system (Comfort 1999, 2006, Kapucu
2009).

• Woods' Theorem: As the complexity of a system 
increases, the accuracy of any single agent's own 
model of that system decreases rapidly (Woods, 
2017).

• In complex adaptive systems, everyone’s model is 
going to be partial and incomplete (Woods, 2017).

• Therefore, we need multiple, diverse perspectives 
to handle non-routine or exceptional events 
(Grayson, 2018, Watts-Perotti & Woods, 2001).

• But there is additional cognitive load working with 
others (Klein et al, 2005; Maguire, 2019).

See Laura Maguire (2020) - Controlling the Costs of 
Coordination in Large-scale Distributed Software Systems



Costs of Coordination
• Maguire's research looks at the 

nexus of three vectors during 
anomalies:

• Distributed Work Systems (humans 
not co-located but working 
together on joint activity)

• Computer Supported Cooperative 
Work (computers helping humans 
to work together with other 
humans)

• Joint Cognitive Systems (humans 
and computers working together 
on joint activity)

• As we continue to automate more, 
these vectors blur as humans and 
machines both represent 
cognitive agents



Costs of Coordination

Laura Maguire (2020), adapted from Patterson & Woods (2000)



Costs of Coordination

Laura Maguire (2020), adapted from Cook (2016/2018)



Costs of Coordination with Tooling 
(i.e. Virtual EOC Platforms)
• Lag/delay
• Reduced functionality
• Glitches
• Updating
• Calibration
• Difficulty with access
• Limited observability

• Investments in:
• Selecting
• Testing
• Piloting
• Launching
• Switching
• Calibration

• Re-calibrating
• Working around 

limitations
Laura Maguire (2020)

Promote 
"daily use" 
platforms!



With these costs, should we 
even bother?
• What drives motivation?

• Mastery
• Purpose
• Autonomy

• Autonomy is our desire to 
be self-directed, to have 
agency over ourselves and 
our environment.

• Extreme examples: Teal 
Organizations & 
Holacracies



Future EM Workforce

Threats
• Staff burnout and attrition due to 

increasing successive 
emergencies (Merlo et al. 2021)

• Mental health (Nochaiwong et al. 
2021)

• Recruiting and hiring challenges 
due to increased job opportunities

• Loss of experienced employees 
due to "Great Resignation" and 
need to train replacements

• Scope creep/"non-traditional 
missions"

Opportunities
• More resilient and adaptive to 

disasters
• More productive 

workforce through 
digital collaboration

• Better engagement with partners 
and stakeholders

• Expanded and more diverse 
candidate pools

• Smaller carbon footprint
• Individual cost savings

Are physical EOC duties the lowest 
common denominator holding us back?



Designing Virtual Emergency 
Operations Right is an Imperative
• COVID-19 has changed the way 

we work, and expectations on 
how we work

• Already busy people threw 
even more on their plate

• Simultaneous emergency 
operations and "blue-sky" 
responsibilities

• Balancing hybrid environments
• If we keep operating at Level 2 

or go backwards, we will 
continue to have 
recruitment/retention 
challenges



Level 5 -
"Nirvana"
• Consistently perform better 

than any in-person 
organization could

• Everyone has time for 
wellness and mental health

• People bring best selves, 
highest creativity, and best 
work

• Work=fun?



Level 5 -
"Nirvana"
• Consistently perform better 

than any in-person 
organization could

• Everyone has time for 
wellness and mental health

• People bring best selves, 
highest creativity, and best 
work

• Work=fun?



Have questions?

• Throughout the session 
submit your questions via 
this survey.

• We will answer questions 
during the panel 
discussion at the end.

• Access the survey with this 
link https://arcg.is/DuSL80

https://arcg.is/DuSL80


Break!



Activity: Is Level 5 possible for all 
emergency functions?
• We will split the room in half

• Left side of the room – argue for 
fully in-person

• Right side of the room – argue for 
completely distributed

• You represent the logistics section

• Think into the future, what are the 
barriers we would have to 
overcome?



Techniques to Improve Virtual EOC 
Platforms (and other assisting 
technologies)
• serves as a cognitive aid to the human 

counterpart

• supports functions not just specific tasks

• supports human judgement and expertise

• ability to be interrogated

• has affordances

• aids anomaly detection

• aids with rapid sensemaking

• clear under conditions of time pressure, stress, 
uncertainty

• smooth transitions

• supervisory control (human in the loop)

Allspaw & Maguire (2021)



Google Project Starline



Pasquale, D. A., and R. G. Hansen. 2014



"We cannot change the human condition, but we can 
change the conditions under which humans work"

James Reason (2000)



Building Autonomy-Focused 
Communication Tools

Cassandra Stelter



Evolution of Communication Autonomy



Levels of Communication



Communication Tool Best Practices



Communication Values





Communication 
Values 
Example:
My EOC



Evolution of the ICS_214 Action Log Distributed Workflow

ANALOG
ELECTRONIC

DIGITAL

COLLAB
DESIGN



Other EOC Applications



Have questions?

• Throughout the session 
submit your questions via 
this survey.

• We will answer questions 
during the panel 
discussion at the end.

• Access the survey with this 
link https://arcg.is/DuSL80

https://arcg.is/DuSL80


Customization and 
innovation

Kevin Kay



Objective

Explore how we can use existing tools to 
make it easier for all emergency 

personnel to access, share, and interact 
with data.



Some topics to consider

 Data management/access
 Managing the EOC

 Activations (and what that 
means now)

 System administration
 Leveraging the technology



Let's talk activations

• Option A
• Virtual/hybrid activations are used as an intermediate step 

before in-person activations.
• Option B

• Virtual/hybrid activations are used for specific incidents (e.g., 
most positions during a blizzard).

• Option C
• Virtual/hybrid activations are the default activation methods. 

In-person activations are used as needed.
• Option D

• Full virtual activations are the default method.



Activity

• Each group will 
argue for the 
activation option 
assigned.

• Scenario: An EF-1 
tornado touched 
down in a suburban 
area causing 
unknown damage.



Data Management



• ISO 8601 – YYYYMMDD
• Use folders
• Commit to SharePoint, 

OneDrive, Teams, etc. 
(pick one)

• Commit to thick vs. thin 
clients (or vice versa)

• Educate users (modern 
search, metadata)

Data Management



Data Access



Managing the EOC

• Sign-in/sign-out
• Automated process?
• Shifts
• Dashboards to track time

• Staff expectations
• Available hours
• Notifications

• Administration
• Admin access, customization



Managing the 
EOC

• Stress management
• Physiological sensors?





The Technology

• The little things
• Tags
• Channels and teams
• Templates
• Message formatting

• The medium things
• Automations
• Apps
• Project management/planner









Have questions?

• Throughout the session 
submit your questions via 
this survey.

• We will answer questions 
during the panel 
discussion at the end.

• Access the survey with this 
link https://arcg.is/DuSL80

https://arcg.is/DuSL80


Panel discussion



Want to learn more?

Resources to explore:
 InSPIRE 2021 EOC Content
 Five Levels of Autonomy
 Microsoft Teams Emergency Operations Center
 FEMA EOC How-To Quick Reference Guide

https://inspire2021.napsgfoundation.org/pages/virtual-collaboration
https://ma.tt/2020/04/five-levels-of-autonomy/
https://adoption.microsoft.com/en-us/microsoft-teams/app-templates/emergency-operations-center/
https://www.fema.gov/sites/default/files/documents/fema_eoc-quick-reference_guide.pdf


THANKS!

Do you have any questions?
kkay@publicsafetygis.org
napsgfoundation.org/

@napsgfoundation
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